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This described algorithm allows to reduce space complexity of the path probability calculation algorithm 
from polynomial to constant:
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Timeseries classification results
The algorithm was tested by a problem of detecting DNS tunnel in a computing network. Numerous ma-

licious applications exploit such approach, e.  g. programs that steal credit card data from payment termi-
nals [6; 7].

Initial information is a sequence of observed events Y ordered by discrete time T. The events occur as a re-
sult of DNS tunnels registration with binary classifier. Tunnel detector fixes client inquires to domain server. 
A set of these events are interpreted as Markov chain, the final events are classified and nodes suspected as 
malicious ones are found out. The principal problem is in detecting infected nodes.

The validation methodology uses a set of safe requests, consisting of the most popular Internet web-sites, 
and a set of unsafe requests created by the popular tunneling programs, like iodine, tuns, DNScapy, etc. These 
two sets are constructed based on etalon dataset for DNS tunneling binary classification [8].

Having these two sets, they are organised in series, where each of the series includes a certain percent of 
unsafe requests. Additionally, it is assumed that attacks are localised in time, therefore unsafe requests are 
always represented in a sequence. Figure 3 depicts a set of such timeseries, where 20 % of samples relate to 
unsafe DNS requests. Each request from the timeseries is passed through the detector, described in [9], which 
calculates the probability of the request being unsafe.

For each of these ensembles precision and recall are calculated in order to evaluate the proposed algorithm 
for timeseries classification. Table represents results of classification, where column «ratio» highlights the 
percentage of unsafe DNS requests in each of the timeseries.

Results of classification estimation

Ratio Unsafe count Predicted count Precision Recall

0.00 0 0.000 1.000 1.000
0.01 1 0.950 0.860 0.890
0.10 10 9.989 0.987 0.985
0.30 30 30.000 0.995 0.994
0.50 50 50.000 0.994 0.994
0.70 70 69.903 0.999 0.997
0.90 90 90.091 0.999 1.000

Fig. 3. Ensemble of timeseries used in algorithm evaluation


