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БГУ – столетняя история успеха

Theoretical justification of the steganographic method
This paper proposes a new steganographic method for vector image files in scalable vector graphics (SVG) 

format and describes an algorithm for its implementation. The method is based on the functional features of 
the main graphic primitives, based on which two-dimensional images are formed. Modification of some of the 
parameters of these primitives allows to embed secret information into an SVG file used as a container. 

SVG vector image format and usage of its features in steganography. SVG files are vector graphics files 
used to describe two-dimensional vector and mixed vector and raster graphics in XML format. The SVG image 
format is the main vector graphics format on the Internet. Such files are used as pictures on buttons and other 
elements of a web application, for representation of graphs, maps, diagrams in speeches, reports, presentations. 
This is justified because the SVG file is scalable and looks the same at all screen resolutions. Features of this 
format are small file size, scalability, integration with HTML documents, the ability to embed bitmap graphics, 
the ability to edit in text editors and support by most modern browsers such as Google Chrome, Internet Ex-
plorer, Mozilla Firefox and Safari. In addition, the popular office suite Microsoft Office 2016 supports direct 
import of such files. 

An SVG graphic file is a collection of XML tags that describe graphic elements. The first line is a standard 
XML header indicating the XML version and character encoding. Then the DOCTYPE header comes, that 
defines the SVG document type. Further is the root tag of the document < SVG > indicating the namespace, 
and it contains graphic and text elements. The document ends by closing the root tag < /SVG >. An SVG file 
includes three types of objects: shapes, images, and text. All elements are described with XML subset tags. 
Text elements can be described as text or converted into curves. 

An SVG file is a text, has a structure corresponding to markup files, geometric elements are described with 
appropriate tags. Tags have attributes whose values are enclosed in quotes. Shapes are described using RGB 
colour space, although CMYK is also supported. 

Classical methods of text steganography, such as the insertion of trailing spaces and tabs method, as well as 
methods typical for markup files: the method of replacing the tags case, methods of substituting and rearranging 
of attributes [4] can be applied to files in the SVG format. Using the RGB colour model allows you to hide infor-
mation in changing colour parameters by analogy with the methods of LSB. 

The authors of [11; 12] substantiate the possibility of using additional vertices in the description of geo-
metric shapes in an SVG file to embed a unique digital watermark to confirm copyright for images or for 
transfer a hidden message, and also propose a steganographic method that allows to embed a hidden mes-
sage in placing additional vertices. Geometric shapes are specified by the coordinates of the vertices, and 
additional vertices can be placed on the line connecting these coordinates. Moreover, when viewing the image, 
these additional points are not displayed. Additional points in geometric shapes are set in a certain relation 
from the starting point of some file element, and a message is hidden in the value of this relation. This method 
allows to control the integrity of the image or to embed a hidden message to solve the problem of protecting 
the intellectual copyright to the image. 

Figure 1 shows examples of rendering of the SVG file elements in the browser, as well as their description. 

An additional vertex (60, 30) has been added in the second square, and since this element is in line with 
vertices (60, 10) and (60, 50), the vertex is not displayed. 

Features of displaying Bezier curves in SVG files. SVG files support Bezier elements. To understand 
the essence of the proposed method, it is advisable to give a brief description of the parameters of the Bezier 
curves that form the basis of the method.

It is known that Bezier curves are a special case of polynomial plane curves with one parameter. They are 
often used in computer graphics to produce smooth curves, including fonts, vector images and CSS anima-
tions [13]. 

Bezier curves are generally defined by the expression 
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Fig. 1. A rendering of the SVG file in the browser and its description

<polygon  style  =  ″stroke:blue;  stroke-width:2;  fill:none;″ 
points  =  ″10, 10  10, 50  50, 50  50, 10″/>
<polygon  style  =  ″stroke:red;  stroke-width:2;  fill:none;″ 
points  =  ″60, 10  60, 30  60, 50  100, 50  100, 10″/>


