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БГУ – столетняя история успеха

Then the coordinates of points P x y11 11 11, ,( )  P x y12 12 12, ,( )  P x y13 13 13, ,( )  P x y14 14 14,( ) of the curve B1 can be 
calculated using the following formulas:

x11 = x1,  y11 =  y1; x12 = x1t0 + x2 t,  y12 =  y1t0 +  y2 t;

	 x x t x t x t t y y t y t y t t x x y y13 12 0 2 0 3 13 12 0 2 0 3 14 14= + +( ) = + +( ) = =, ; , . 	 (5)

The coordinates of the points P x y21 21 21, ,( )  P x y22 22 22, ,( )  P x y23 23 23, ,( )  P x y24 24 24,( ) of the segment B2 we 
calculate in a similar way:

x21 = x14,  y21 =  y14; x23 = x3t0 + x4t,  y23 =  y3t0 +  y4t;

	 x x t x t x t t y y t y t y t t x x y y22 23 2 0 3 0 22 23 2 0 3 0 24 4 24 4= + +( ) = + +( ) = =, ; , . 	 (6)
Thus, the original cubic Bezier curve B can be represented as two segments: B1 и B2, and for the display by 

the SVG parser it is written in one attribute d of the element path in general as follows:
path  d  =  ″M x11, y12 С x12, y12  x13, y13  x14, y14  x22, y22  x23, y23  x24, y24″ .

Both curve segments are exactly the same as the original Bezier curve, and the presence of a dividing point 
is not displayed. Such a divided curve can be written both as separate geometric elements and as a curve of 
several segments. Further on we will call a curve of several segments a polycurve. 

Steganographic algorithms for embedding  
and extracting the hidden message

The summary of the proposed steganographic method is that hidden information is located at the point of 
dividing the curve into segments. 

Let us suppose the hidden message is a binary sequence. In case of dividing the Bezier curve into two seg-
ments in half, one symbol of the message can be hidden (the curve is not divided – 0, the curve is divided – 1; 
can be vice versa). If we choose a division ratio, then we can thereby hide a symbol of a message in a natural 
language, setting, for example, its own division ratio for each letter. The message will be extracted as follows: 
we check two successive curves, and if they form a single curve, then we calculate the division ratio, and so we 
find the hidden symbol.

It is assumed that in general the user of the application will be able to generate values for division on his 
own, which will be the part of his own steganographic key. Depending on the division ratio, the division point 
of the curve into segments is calculated and the control points of both new curves are found. 

However, firstly, dividing the curve entails the creation of new anchor and control points which increases 
the file size, and secondly, it is not always possible to accurately calculate the division ratio from coordinates, 
which leads to the loss of a hidden message. Therefore, we propose to hide only a part of the hidden message 
in division ratio and to use the emerging anchor and control points for the rest, similar to the LSB method. 
When receiving new anchor and control points we will change the minor digits in them so that on the one hand 
this change was visually invisible, but a hidden message was deposited in them, and on the other hand so that 
during extraction it was possible to check whether the division ratio was extracted correctly.

The hidden message is converted into a binary form, after which it is divided into binary pairs, i. e. the 
message 01111000 is divided into pairs: 01, 11, 10, 00. For each Bezier curve and each two binary pairs, two 

Fig. 6. Bezier curves B1 and B2


