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Results of hidden message embedding into SVG files

No. Source file  
size (V1 ), bytes 

The number  
of curves

The size of stego  
container (V2 ), bytes 

The difference 
(V1 – V2 ), bytes 

1 5 115 022 17 882 5 126 306 11 284
2 5 028 074 17 878 5 042 548 14 474
3 429 566 472 435 923 6357
4 1 426 801 13 048 1 432 974 6173
5 45 826 40 48 340 2514
6 136 111 52 140 410 4299
7 117 750 297 122 281 4531
8 108 998 144 113 419 4421
9 83 261 219 87 666 4405
10 122 579 229 127 187 4608

File sizes are in bytes. We also note that the difference in size between the original and the file and the corre-
sponding steganographic file is not constant. The increase in the size of the latter, of course, depends on the length 
of the message, but also depends on the original image. Since the hidden message is embedded in the new con-
trol points, and the calculation accuracy is no less than 0.000001, then, depending on the initial coordinates of 
the anchor and control points of the Bezier curve, the number of characters in the file description can increase 
when fractional coordinates appear. 

Visually, the original file and the steganographic file look the same. When viewed in specialised software 
(Corel DRAW v.20), the number of objects and curves is the same, but the number of points and file size are 
different. 

When changing a file with a watermark with specialised software, the sign can either be preserved or de-
stroyed, depending on the type of changes. When converting a steganographic file using Corel DRAW v.20 
to PNG and TIFF raster formats and vice versa, the mark is completely lost, because from raster formats the 
file is restored close to the original, but not exactly the same. When converting a steganographic file to EPS 
vector format and vice versa, the mark is also lost. In this case the file also does not return to its original state, 
all coordinates change. When archiving a file with an embedded message using ZIP and RAR archivers, the 
watermark remains after unpacking.

Conclusion
A new steganographic method is considered for embedding and extracting hidden messages when using 

SVG files as stego containers. The method is based on modifying the parameters of cubic Bezier curves. 
In particular, a combined approach is used to embed digital watermarks or digital labels in additional points of 
Bezier curves, as well as in additional lower digits of control points. The combined use of several methods 
of introducing a secret message allows to increase the length of the hidden sequence, as well as to control the 
integrity of the message being embedded.

Fig. 11. StegoSVG Demo application interface


