
87

Теоретические основы информатики 
Theoretical Foundations of Computer Science

step t) via the TCP/IP protocol. This makes it possible to bring the simulated process closer to reality: two 
subscribers agree on a common secret cryptographic key while being far away from each other. If the used 
NN training rule at a certain synchronisation step t allows us to conclude that the weights of both TPMs have 
reached a state of equality (W WA B= ), then hash sums are formed from the string representation of W A  and 
W B using the SHA-512 algorithm, the exchange and comparison of which on each side provides for decision 
making an unambiguous decision on the equality (inequality) of the generated weights.

Results of computer modelling and their analysis. The RCQOv2 application along with performing sin-
gle simulations of the TPM synchronisation procedure allows us to accumulate and process data obtained 
from a series of experiments. Figure 2 shows an example (application window) with the results of 1000 ex-
periments – distribution of the number of successful synchronisations (represented in histograms by columns) 
according to numbers of the required steps t (vertical axis in the fig. 2), for the TPСM architecture with pa-
rameters: K = 5, N = 5, L = ±5 (left side of the window); for comparison the normal distribution for networks 
with the same architecture in relation to the same scale of the steps number until the moment comes when 
W WA B= , is presented (right side of the window).

In the lower part of the window at fig. 2 the calculated statistical parameters of the experimentally obtained 
distribution are given. These statistical data as well as a simple visual comparison of the distributions at fig. 2, 
indicate a fairly high degree of their similarity. It should be noted that 98.72 % of the observed data lies within 
three standard deviations from the mean (three-sigma rule). The resulting distribution was approximated using 
the method of moments by the Pearson criterion, provided that the experimental and theoretical values of the 
mean and variance (indicated at the bottom of the screen on fig. 2) are the same.

To further evaluate the degree of similarity of the resulting distribution to the normal one, an estimate in the 
form of distance or Bray – Curtis dissimilarity [25] was used. This characteristic is a statistic used to quantify 
the dissimilarity between two different samples, and ranges from 0 to 1 (0 means complete agreement (simila
rity), 1 means complete dissimilarity).

Fig. 2. Experimentally obtained (left) and theoretical (normal, right) distributions  
of the number of TРСМs to the number of steps until the moment comes  

when W WA B=  for 1000 simulations


