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Let us assume that the user has a GeoJSON (or Shapefile) format e-map in which all spatial objects are 
represented as polygons with a set of additional attributes, the first of which (Id ) is the number of the object 
and it is named the key attribute. We will consider the e-map as a sequence of polygons in the order of the Id 
attribute as shown, for an example, in fig. 7.

Let us also assume that the e-map consists of N spatial objects, each of which we will denote as G i Ni , ; .∈[ ]1  
The object Gi is a structure and consists of the following set of fields:

	• Idi is the key attribute, the number of the spatial object Gi;
	• Ai1, …, Aim are additional attributes of the object Gi of the e-map;
	• gi is the description of the initial spatial region i.

The user also has to generate DWM as the identifier I to protect copyright, and ensure the integrity of the 
e-map. This could be the user’s first and last name, the current date, another unique identifier, and so on as a text.

Let us define the date of implementation as D and the data on the e-map owner as O. The D and O values 
make the identifier I of the e-map owner, and I consists of two parts (variable D and constant O): I D O= { }, . 

For each polygon, starting from the first one, a control value hi should be calculated that ensures the data 
integrity in this polygon. This control value verifies that the polygon and its attributes are unchanged. As hi 
it is proposed to use the hexadecimal value of the hash function H 1 from the concatenation of the spatial de-
scription of the polygon gi, its attributes Ai1, …, Aim, user identifier I D O= { }, , and the number of polygons 
N i N, ; :∈[ ]1

h H g A A I Ni i i im= …( ){ }1

1, , .

For this method we suggest to use the MD5 hash function, the result of which is a 128-bit string written in 
hexadecimal notation.

To hide the DWM (I ) it is necessary to convert the control value hi to a set of additional vertices Pi embedded on 
the edges of the polygon gi. Such a set Pi of the polygon gi will be called as secret vertices. We write hi in the form

h h h hi i i i= …{ }1 2 32 ,

where hji, j ∈[ ]1 32; , is the next digit of the control value hi in hexadecimal notation.
We propose to place the vertices Pi as follows: each vertex of the set Pi is a set in ratio
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For example, for the control value hi = { }68 4EF   the first additional vertex is located in the ratio 6
16
, the 

second – 8
16
, the third – 14

16
, etc.

It is also necessary to select a set of edges Ei of the spatial object gi, to which the vertices Pi will be added. 
Hiding each hi in the polygon gi will require 32 edges. In this method, we propose to use a pseudo-random edge 
selection principle with a random number generator. Further we will name such edges as secret. We propose 
generating its own list of vertices Pi for each polygon gi. Figure 8 shows the installation of some of the secret 
vertices (vertices Pi are marked in red colour, edges Ei, selected as secret, are marked in blue colour).

Fig. 7. E-map as a sequence of polygons


