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ACUMIITOTNYECKAA HEOTPUIATEABHASA
KOPPEANMPOBAHHOCTD PAAA CTATUCTHUK,
HNCIIOAB3YEMBIX ITPU ITPOBEPKE KAYECTBA
TEHEPATOPOB CAYYHAUHBIX YNUCEA

M. I1. CABEJIOB"

Y Mamemamuueckuii uncmumym um. B. A. Cmexnosa PAH,
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Annomayusa. PaccmarpuBaercs 3aa4a O MPOBEPKE MIIOTE3bI, KOTOPAs 3aKII0OYAETCs B TOM, YTO TeCTUpyeMas Mo-
CJIEI0BATEIBHOCTB SBJISIETCSI OCIIEA0BATEIBHOCTHIO HE3aBUCUMBIX CIIyYaiHbIX BEJIMYHMH, UMEIOIINX U3BECTHOE MTOJIMHO-
MHUalIbHOE pacnpesenenue. J{is pemenns 9Toi 3a1a4u UCTIONIb3YIOTCS YEThIPE THIIA CTATHCTHK, MPECTABIISIOMNX cO00H
0600mmenns cratuctuk kpurepues maketoB NIST STS, TestUO1 u np. J{oka3pIBaroTCst aCHMIITOTHYECKAsT HEOTPUIIATEIb-
Hasl KOPPEIUPOBAHHOCTh MHOTHX U3 JIAaHHBIX CTaTUCTUK, B ToM uucie 10 cratuctuk nakera NIST STS, u acumnroruue-
CKasl HEKOPPEJIMPOBAHHOCTh OTAEIbHBIX U3 HUX, B YaCTHOCTH HEKOTOPbIX U3 10 craructuk nakera NIST STS.

Knwueswvie cnoea: NIST STS; acUMITOTHYECKH HEOTPULIATEILHO KOPPEIUPOBAHHBIE CTATUCTUKU; ACUMIITOTUYECKU
HEKOPPEJINPOBAaHHBIE CTATHCTHKU; COBMECTHOE paclpe/ieleHHe CTaTUCTHK; IIpelielibHbIe pacnpeneneHust; naket TestUO1;
TEHEPATOPbI CIIy4alHbIX YUCEIL
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Abstract. The problem of testing the hypothesis, stating that the tested sequence consists of independent random variables
with a given polynomial distribution, is considered. To solve this problem four types of statistics that are generalisations of
statistics of tests of the NIST STS, TestUO1 and other packages are used. It is proved that many of these statistics, including
10 statistics of the NIST STS, are asymptotically non-negatively correlated, and some of them, in particular some of the 10 sta-
tistics of the NIST STS, are asymptotically uncorrelated.
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Introduction

One of the most famous tools used to test random and pseudorandom number generators is the National
Institute of Standards and Technology statistical test suite (here and further — NIST STS) [1]. In recent years
many papers have been published on this topic (e. g., articles [2—12]).

In this study we consider four types of statistics defined in works [6; 7]. They are generalisations of statistics
of some tests of the NIST STS and other packages. We analyse the question about asymptotic uncorrelation and
asymptotic non-negative correlation of these statistics.

Main results

We need some definitions from papers [6; 7]. Let us formulate them.
Letg,¢,,..., ¢, be random variables, taking values in the set {O, I,...,R- l}. Consider the hypothesis H,,
that the tested sequence consists of independent random variables with a known polynomial distribution.

Let N, and L, be natural numbers (they are the parameters, by which the statistics 7}, and T;;, will be constructed).
We analyse the case when N, and L, are fixed and # tends to infinity. Put

n n
]Vvlb st

If the last n— N, L, elements are discarded from the sequence ¢, €,, ..., €,, then the remaining elements
may be divided into &, «long» non-intersecting blocks of length L ,: the first block consists of random variables
€1,€350 s €, the second block consists of random variables ¢ Ly+15 €L+ 25+ €15 CLC. Similarly, we can dis-
card the last n — L, N, elements and split the remaining ones into N, «short» blocks of length L ;.

Next we need to fix natural numbers mg,,, m,,, K, and also three functions £, : {0,1,..., R— 1}ms“‘“ - R,

10,1, ,R-1}"" > R and f,,:{0,1,...,R—- I}L” — R. Let us partition the set of values of the functi-
on f,, into K+ 1 non-empty disjoint subsets: f, ({0, L....,R— I}st) = HK"”

i=0
in the case, when the numbers R, p,, ..., pr_;, Mgum> My, Ny, Ly, Ky, the functions f, ., 75, £, and the sets

a(i). We will be interested

sum?
oy (0),..., o (K, ) are fixed, do not depend on 7 and n tends to infinity.
Put
Esum = Efsum (81’ €250 8msum )9

Mgum

)+ 22COV(f;um (81" Eivlreos 8i+msum—1)7 fsum(glﬂ 82""’8msum))9
i=2

2 _
cSsum - Df;um(gl’SZ’ "”Sm

where it’s supposed that o, = 0.
Definition 1. If 6, > 0, then a statistic of the form

n—mgy,+ 1

sum
Z (ﬂum(si’8i+1""’8i+msum71)_Esum)
i=1
Tom=— 1
Gsum\/l’l —mg+1

is called a summing statistic.

Note that in paper [5], under the assumption that the tested sequence is binary, statistics similar to summing
statistics are considered.

Put

Lk —my +1

W, = Z ﬁb(8_778j+1»~--a8j+m,b—1)alSkSNIb»
J=Lp(k-1)+1

Ey, = Eﬁb(sl,sz,...,sm[b),
) myp,
o = Dflb(sl, €psenns smlb)+22cov(f,b (si, €ii1s ...,8i+m1b_1),f,b (81,82, oo smlb)),
i=2
where it is supposed that 6, > 0. Note that EW), = (L, — m;, + 1)E;,, 1<k < N,.
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Definition 2. If 6;, > 0, then a statistic of the form
N

Z (Wk - (le —my,+ I)Elb )2

k=1

le = L 2
1S 1p

is called a long-block statistic with N, blocks.
For0< ;<K put

Np
N
Z b\ ELy(i=1)+ 12 ELg(i 1)+ 207> EL i e agy(/)

E,(j)= P(fsb (81, €r0e0s €y, ) cea, (]))
Note that Ew(j) = Nstsb( ) 0<j<K,

Definition 3. If £, () >0 for all 0< j < K, then a statistic of the form
r =5 00 N ()
B Ny Eg (J)
is called a short-block statistic with blocks of length L, .
[a]

sum

il
Next for each 1< g < Q.4 fix a natural number mg, and a function f {0,1,...,R-1} “h_, R and put

sum *

m£u!n+] [ ]
q
Z (fsum( €815 98i+m£3,]n—1)_Esum)
[q] i=1

fam = L] \/n mld 11

sum sum

n-—

, 2

where the quantities Es[zl]n and GLan are defined in the same way as the quantities £ and 6, in summing

statistic (1). The statistics TSLI]n, e TSE%““‘] are summing statistics.

Definition 4. Consider a positive integer t

i of the f o and real numbers d,.q (i, ¢), 1 <1< Tgpq, 1<g < Oy q- A sta-
tistic of the form

quag

Tquad Qquad

2
Tquad = Z[ quuad(iﬂ q)Ts[li]rJl]

i=1\ ¢g=1

is called a quadratic statistic constructed from the statistics Ts[ur]n, v T SE%L‘“].

Remark. The relationship between the summing, long-block, short-block and quadratic statistics and the
statistics from NIST STS [1], TestUO1 and other packages was discussed in papers [6; 7]. In particular, the fol-

lowing was proved with respect to the NIST STS in article [6]. Let R =2, p, = p, =% and the hypothesis H,,

be true. The statistics Ty, Tiemp Of tests «Frequency test within a block» and «Non-overlapping template mat-
ching test» are long-block statistics, the statistics 7 T T

ongrun> * matrix> * lincomp

, of tests «Test for the longest run of ones
in a block», «Binary matrix rank test», «Linear complexity test» are short-block statistics (taking into account

the caveat from example 7 [6]), the statistic 7, of test «Monobit test» is a summing one, the statistic 7}, of

runs

test «Runs test» coincides up to op (1) with the summing statistic, statistics T, Taeriar2 Of the test «Serial test»
and the statistic 7,

entr

of test «Approximate entropy test» coincide up to op (1) with some quadratic statistics.
my,, Ny, L, K, the functions fy,,, f, fip and the sets o, (0), ..., ot (K )
1, T,,. The numbers Qquad, quad and dquad (i, q), 1<i< Tquad> 1<¢g< Qquad,

We will call the numbers m

sum ?

the parameters of the statistics T,

as well as the parameters of the statistics 7, [ T [Qq“ad], are called the parameters of the statistic 7 4. Further

sum? ***2 < sum quat

we will assume that they do not depend on » and are fixed.

Let us consider Q triples of statistics ( Ny [q], T Y[bq]) 1<q<£Q, whereT, rl] [ Jand T[ I are the summing,

sum? sum?

long-block and short-block statistics, respectively. We will use the following notation. As in equality (2), all
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parameters related to 719 will be marked with the subscript «sum» and the superscript [q] Similarly, N, ,[bq] is the

sum

number of long blocks used to construct the statistic T,Eq], L[f[ﬂ] is the length of short blocks used in constructing

sum? sum? Y

the statistic Ts[bq], etc. The triple of statistics (T L] T,Lq], T, S[ ]) is constructed from functions f, L] ,g"], 2 [bq].

Consider J quadratic statistics 7, [1] 7] constructed from 71 rlel.

quad> ***> * quad sum? " ° o sum

2
T;;aﬁz[zdg;;d o) ]

Definition 5. Let 7 and 7~ be multivariate statistics constructed from the sample €, 0s &, Followmg the
paper [9], we say that they are asymptotically uncorrelated if there exist random vectors C and C such that

(T, T )—) ((;, ¢ ) as n — oo and COV(C, ¢ )z 0. We say that univariate statistics 7 and 7" are asymptotically
non-negatively correlated if there exist random variables £ and ¢ such that (T , T *) -5 (C, C*) as n — oo and

the inequality cov(C, Q*) >0 is satisfied.
Theorem. Let the hypothesis H, be true. If the parameters of the statistics T, [] T”[)l], TSE)], .., T Tzz[) ) TSLQ],

i, .7 1190) and (10, 70, .... 780, 190, 78, . 7)) are

are fixed, then the vectors (T[l] > Tquads > Tquad

sum? *°°? sum
asymptotically uncorrelated, and the components of the second of these vectors are pairwise asymptotically
non-negatively correlated.
Note that using theorem 1 [7] one can find the covariance matrix of the vector to which the vector
1 1 1 0 o 0 1
( 7l L]’Ts[b] 7le] £]T[]T[] T[]

o o T 5 T Taas - quad) converges in distribution, not only in the case of H,, but
also in the case of alternatives H, «close» to H, (see examples of such alternatives in article [6]).

Further explicit formulas for the statistics T, ., T},.c> Tiro T atrives Ttempl, Tlmcompl, Teriatt> Lieriatn> Tontr
of the NIST STS, as well as the definition of the parameters of these statistics, are presented in papers [6; 7].
In particular, Ny, is the number of blocks in the long-block statistic T, L, . 1S the length of blocks of short-

block statistic of the test «Matrix test», m .y, is the length of the template from which the long-block statistic

Tion grun’®

Ttemp] is constructed, etc.
1 . ..
Corollary. Let R=2, p, = p, =5 and the hypothesis H, be true. If the parameters of the statistics
Tmon’ Truns’ Tfr’ 7—iongrun’ Tmatrix’ T;empl’ ]—iincompl’ ]—;eriall’ T;eriaIZ’ Téntr are ﬁxed’ then the components Of the vector

(Tmon’ Truns’ Tfr’ Tlongrum Tmatrix’ T;empl’ Tlincompl’ Tserialb I;eriaIZ’ Tentr) are pairwise asymptotlcally non—negatzvely

T Temop T Teesatt> Teriarz» Toote)

matrix> *templ> “lincompl> *seriall> *serial2>

correlated, the statistics T, and T, and the vector (Tfr, T,

runs longrun?

are pairwise asymptotically uncorrelated.

The assertion of corollary intersects with the results of works [9—12] and with the results of some other
papers of M. P. Savelov and complements them.

Lemma 1. Suppose that conditions of corollary hold and the parameter m g,
fies the inequality my,, > 2. Then statistics Ty, and T, are asymptotically uncorrelated.

Let us prove the results formulated above. We will need the following statement, which is proven in arti-
cle [9, formula (15)].

Lemma 2. Let (ﬁ, n) be a two-dimensional random vector with a normal distribution and zero mean. Then

cov(é’;, nz) =0, cov( g2 nz) =2cov(&,m), cov(&z, &) =

Proof of the theorem. Put

of the statistic T,

serial2 satis-

N= HN,M, h= Hst , s =h+ max max(m[q] m,[;f]) -1

1<9<0 sum >

As noted in article [7], the hypothesis H0 satisfies the conditions I(N, s, h) and II(N, s, h, 6) defined in
work [7]. Let the vectors dq] (;53]" , 1<g <0, be the same as in paper [7] (we do not give the explicit form
of these vectors due to its cumbersomeness). Applying theorem 1 of article [7], we obtain that the vector
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(T[l]

sum? K sum > K quad ’ > L qui

converges in distribution to the vector

A K (A 2

!
Sl (kb 2), N[]Z(g[l](,{mﬂ)) L“]Z ZC[” .
k=1

k=1 j=0{ k=1

N K[Q el 2

32 b
D (ki 2), WIS (K 0)], 28130 3l | ol o
k=1

k=1 JOkl

as n — oo, where
i [4] 2

quad Q [] Nlb [] []
(i) XA (K 2) 1< 5,
= k=1

ol = Z

and, in addition, the vectors dq], e ng[]q]’ 1< ¢g<Q, are linear functions of the centered Gaussian random
b

vector § defined in paper [7]. From here, by virtue of lemma 2, the statement of theorem follows.
2 3 2 3
1]’ T[ ] S[bl]’ Ts[ ] T[ ] T[l] T[ ] T[ ]

Proof of the corollary. By remark, there exist statistics 7 [1 Tm[i]l, T, [ quad> Lquad> Lquad

sum ?

such that
T - 7;1[.111]11’ Truns_ T;Er]l +0P (1)’ Tfr Tlp’ templ ]—}}[12]’
2 3
T{ongrun T:v[ ]’ matrlx = nga ]’ ]—iincompl = ]—;EJ ]’ ];erlal] T[lld + OP (1)

T;crial2 = Tq[uza]d + OP(I) H Tcntr T[ ;d + OP(I)

Put 0=3,J=3, Tsﬁl = sgr]n’ 7},[3] = 7},[}]. Applying theorem, we obtain that the vectors (7;,,,, T, ) and
(T T, Toosicr T, Tt Teesiains T,

longrun®> * matrix> * templ> T; seriall> “serial2> ~entr

fincompls ) are asymptotically uncorrelated, and the components of

the second of these vectors are pairwise asymptotically non-negatively correlated. It remains to show that 7,
and 7, are asymptotically uncorrelated.

runs

Consider the statistic Ttempl constructed from N, >2.

Applying assertion 1 of article [9] to the vector (Tmon, T, Ttempl, Tmns), we obtain that this vector converges

= N, long blocks and some template of length m?

empl templ =

(as n > o0) in distribution to a vector, first and last components of which are uncorrelated. Note that in [9] it is
additionally assumed that # is divisible by N, [9, p. 55] but an analysis of the proof shows that this condition
can be discarded. Thus, the statistics 7}, and T, . are asymptotically uncorrelated.

Corollary is proved.

Proof of lemma 1. Reasoning in the same way as above in the proof of theorem and applying lemma 3
of work [7], we obtain that the statistics T} and T.;,;, are asymptotically independent and, as a consequen-
ce, asymptotically uncorrelated (see a similar result in lemma 2 [12]).

Lemma 1 is proved.

Conclusions

We considered four types of statistics that are generalisations of statistics of tests of the NIST STS, TestU01
and other packages. We proved that many of these statistics are asymptotically non-negatively correlated and
some of them are asymptotically uncorrelated. We obtained asymptotic non-negative correlation of 10 statistics
of the NIST STS and asymptotic uncorrelation of some of these 10 statistics.
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