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of the installed settings or software version. It  is essential for digitising archival materials and paper docu-
ments, preserving the original look of the text after scanning. The format is also effective for protection against  
automatic copying, as text in the form of an image complicates the work of parsers and bots. In graphic design, 
raster text is easily integrated into various layouts, banners and promotional materials. Many organisations 
require documents to be provided in exactly the same form, especially when it comes to scanned signatures 
or legally significant copies. In addition, raster images serve as the source material for text recognition. 

As basic objects of the study, two types of electronic files in above-mentioned PNG format were chosen: 
web-documents, in which a stego-conversion based on raster graphics and RGB model (method 1) is made [17], 
and documents based on half-tone modification (method 2) [18].

It is worth noting that the PNG format is characterised (in comparison, by default, with JPG, TIFF, BMP 
formats) by a higher resistance to digital noise and a good balance between the size of the stego-container and 
the preservation of embedded data. For example, the letter «a» (11 size) is shown in fig. 1 in a larger scale 
in PNG and JPG formats. At high compression quality (see fig. 1, b) the noise level is still weak, while at low 
compression quality (see fig. 1, c) image noise is evident.

As usual, in a two-dimensional raster a given pixel corresponds to the coordinates x, y ( , , , );x X y Y�� � �� �1 1  
X and Y are the dimensions of the image (one-solution) horizontally and vertically, respectively.

Fig. 1. Enlarged images of the rasterised letter «a»:  
a – document element in PNG format; b – document element in JPG format with low compression;  

c – document element in JPG format with high compression

To implement M into C (text elements of web-pages based on raster graphics and RGB model; conditional
ly – method 1 [17]) you must select a pixel array (Z ) for which the coordinates of one or two colour channels 
match. In images with a large number of half-tons, monochromatic or black and white images it is advisable 
to select the pixels in which the implementation will take place using two colour channels. 

The principles for forming array Z, selection of colour channels, whose codes can be modified, when im-
plementing a secret message M, constitute the elements of the stego-key K. Formally K K Kg p� � �, . Here Kg 
are keys to generating the message M in binary form M M2 �� � taking into account possible preprocessing 
methods (encryption, compression, interference-stable encoding); Kp are keys that set M2 integration or ex-
traction algorithm.

An important feature of stego-conversion by the method described in paper [18] (method 2) is to determine 
and use keys from a set of K K K K K Kp p p p p p: � � �1 2 3 4, , , . Here Kp1 determines the selected colour channel 
in the individual pixel encoding colour model used; Kp2 is related to the base pixel or some of its parameters 
(e. g., x and y); Kp3 determines the order of pixel conversion or shift, when they are selected to insert the message 
M2 symbol, meaning a shift in focus for steganographic transformation from the base pixel to the removed pixel 
( , )∆ ∆x y  from the base; Kp4 sets the pixel colour change limits when information is embedded. The pixels that 
will enter Z array must be characterised by equal Kp1 and Kp2. The high degree of randomness in the selection 
of Z array elements for stego-conversion is intended to ensure a high level of resistance of the container to attacks.

For the implementation of the described steganographic methods (insertion or extraction of M and statisti-
cal processing of a S ), a specialised application (StegTool; it is registered in the State Register of Information  
Resources of the Republic of Belarus under No. 1202544521) based on the Python programming language with 
using Kivy framework and Pillow libraries for image processing. 


