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The vector e-maps preparation requires significant costs and efforts. At that such methods are used as digi
tising images of raster maps, as well as space or aerial photography with adjustments if necessary. The value 
of these e-maps makes protecting them necessary not only to prevent an attacker from illegal use but also to 
prevent the use of e-map in a situation related to various security aspects.

Due to this, the task of developing effective means of protecting e-maps from illegal copying or use is rele-
vant. The International Hydrographic Organization recommended standards for protecting e-map information 
are contained in publication [6]. This document defines the security structures and operational procedures that 
must be followed to ensure the proposed e-maps protection scheme, and also includes specifications to enable 
the creation of consistent systems for dealing with the data of the e-maps. This document recommends using 
cryptography as the primary tool for securing the e-map.

Since maps are often used in an open form, in accordance with the recommendations of publication [6] to 
solve the above problem, it is justified to use the methods that provide the placement of secret, copyrighted in-
formation, performing the function of a digital watermark (DWM), using steganographic transformations [7–10].

The main directions and possibilities of using steganographic methods for protecting e-map data presented 
in vector graphics formats are formulated in works [11–13]. The main features of the method for embedding 
watermarks in SVG vector image files based on adding points to Bezier curves are described in articles [14; 15]. 
A similar approach can be used to protect e-maps. The latter is the subject of the research in this paper.

Theoretical substantiation of the proposed steganographic method
E-map can be considered from the logical and physical sides. Logically it consists of a number of spatial 

objects that have additional characteristics (attributes). Spatial objects are often grouped into layers. A layer re
presents geographic data on a specific topic, such as roads, land plots, building footprints, etc. An e-map consists 
of an ordered collection of layers; often the map has only one layer. In addition to the spatial description the 
map contains a set of attributes that characterise the spatial areas, for example, soil type, building height, etc. 
The description of spatial regions is usually written in one of the following formats: WKT (well known text), 
WKB (well known binary), GML (geography markup language) or GeoJSON. Moreover, all formats, except 
the last one, are subsets of the XML markup language. Attributes are numeric or textual characteristics.

Physically the e-map is a file or a set of files linked together. Cartographic data processing is done in a GIS 
such as ArcGIS or MapInfo, each of which provides its own file format. In addition, most modern DBMS allow 
you to store and process spatial data in the appropriate database formats.

E-map Shapefile storage format. Let us consider the Shapefile format used by ArcGIS, which is one of 
the standards for vector e-maps. A map in the Shapefile format is a set of files that store the spatial and attribute 
values of objects. Let us analyse, for example, an e-map which contains a  single spatial element, namely, 
a polygon representing the contour of the border of the Republic of Belarus. The set of files is shown in fig. 1.

The main file is in the .SHP format, which contains information about the spatial object. The file consists of 
a fixed length header and one or more variable length entries. The .SHX index file format makes a link between 
.DBF and .SHP files, and also defines the type of the spatial data binding. The most important are the three 
required files, namely, .SHP, .SHX and .DBF, that must be saved in the same directory. In addition to the main 
files, there may be additional files, including .SBN and .SBX spatial index files, which allow us to accelerate the 
processing of spatial data, or .AIH and .AIN attribute table index files that allow to speed up the attribute lookups.

In the .DBF file format the attribute information of geometric objects is saved. The  .PRJ file specifies 
information about the spatial coordinate reference system. Figure 2, a, shows the display of the Border_Bela-
rus_  polygon.shp file. It is not possible to view the contents of a file directly. Figure 2, b, reflects the contents 
of the Border_Belarus_  polygon.dbf  file with a list of spatial data which shows that there is only one spatial 
object in the file that has no attributes. Figure 2, c, shows the contents of the Border_Belarus_  polygon.prj file 
which specifies the GCS_WGS_1984 reference system.

Fig. 1. A set of e-map files in the Shapefile format


