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After setting the vertices Pi  the description of the spatial object gi will change with the transformation function: 
	 F P

i i ig gs: .→ 	 (1)
For the reverse steganography transformation it is necessary to know the location of the set of secret verti-

ces Pi in order to extract the identifier I from the spatial object gsi. For this, it is proposed to add another set of 
vertices Ri, i N∈[ ]2; ,  to the next polygon e-map ( gi + 1) from the data of the location of which it is possible 
to extract the numbers of secret edges Pi, i N∈[ ]1; . We will further name such vertices Ri as control vertices, 
and the edges Ti , on which they are installed, as control edges. The location of the control vertices Ri must be 
known to the author (owner) of the e-map and unknown to other (unauthorised) users. We propose to define the 
control edges Ti of the polygon gi + 1 as the value Hi of the hash function H 2 from the concatenation of the identi-
fier I and the key attribute Idi of the spatial object:

H H I N Idi i= ( )1
.

Let us define the set K1
1 2= { }D O N H H, , , ,  as a key of the first kind.

It is suggested to use the SHA-2 hash function, the result of which is a string with a length of 512 bits or 128 
hexadecimal digits, as a function H 2. Let us write Hi in the form H t t ti i i i= …{ }1 2 128, , , , where tji, j ∈[ ]1 128; , 
is a hexadecimal digit from 0 to F.

Each set of control edges Ti , i N∈[ ]1; , is formed as follows:

	 Ti i i i i i i i i it t t t t t t t t= { }+ + + … + + … +1 1 2 1 2 3 1 2 128, , , , . 	 (2)

Figure 9 shows how the control edges Ti are located depending on the value of Hi:
t1i = 3 ⇒ T1i = 3, 
t2i = 4 ⇒ T2i = 7,

t3i = 1 ⇒ T3i = 8 and so on.

Fig. 8. Setting secret vertices Pi on the polygon gi

Fig. 9. Selection of a set of control edges Ti on a polygon gi + 1


