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JIBIMA OCYIIECTBIISIETCS C MOMOIIIBIO aITOPUTMOB KOMITBIOTEPHOTO 3pEHUsSI U 0a3upyeTcst Ha MOCIESI0BaTeIbHOM HU3BJIeUe-
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Takoe pelnieHne CyIIeCTBEHHO CHM)KAET HArpy3Ky Ha LEHTPAJIbHBIA y3€JI CHCTEMBbI, 0COOEHHO ITpH MacIITaOMpOBAaHHU
Ha OOJIBIIIOE YUCIIO Kamep. Pe3ynbrarsl HKCIIEPUMEHTOB JIEMOHCTPUPYIOT BBICOKYIO TOYHOCTH OOHAPYKEHUS JIbIMA U Ca-
6oTaxka, a TaxKe CTAOMIBFHYIO PAa0OTy apXUTEKTYPHI B PEKAME PEATbHOTO BPEMEHH.

Knrwuesvie cnosa: ACTCKTUPOBAHUEC JIbIMA; KOMIIBIOTCPHOEC 3PpEHUE; CUCTEMbI BI/I)IGOHa6J'IIO)IeHI/IH; OJTHOTLJIATHBIN KOM-

bIOTEP.

OO0pa3en UMTHPOBAHUS:

Anamosckuit EP, borym PII. Cucrema nerekrupoBaHust AbiMa
1 cabotaxa Ha 0a3e OMHOIUIATHOTO KOMITBIOTEpa AJIsi MOHHUTO-
pHYHTa OXKApOB B PEXKUME peabHOro BpeMeHu. JKypran beno-
PYCCKO20 20Cy0apcmeeHHo20 yuusepcumema. Mamemamuxka.
HUngpopmamuxa. 2026;1:108—120 (na anr.).

EDN: WTXHNV

For citation:

Adamovskiy YR, Bohush RP. Smoke and camera tampering
detection system based on single-board computer for real-time
fire monitoring. Journal of the Belarusian State University.
Mathematics and Informatics. 2026;1:108—120.

EDN: WTXHNV

ABTOpBI:

Ezop Pycnanosuu Adamoséckuii — CTaplInii MpenogaBaTeib
Kadeapbl BHIUUCIUTEIBHBIX CUCTEM U ceTel (akysbTeTa nH-
(OPMAIIOHHBIX TEXHOJIOTHIA.

Puxapo Ilempoeuu bozywt — TOKTOp TEXHUYECKUX HAYK, IIPO-
(beccop; 3aBeayronmii kKadeapoil BEIUUCIUTEIBHBIX CUCTEM
u cetell hakynsTeTa HHGOPMAIMOHHBIX TEXHOIOTHH.

Authors:

Yahor R. Adamovskiy, senior lecturer at the department of com-
puting systems and networks, faculty of information technologies.
e.adamovsky@psu.by

https://orcid.org/0000-0003-1044-8741

Rykhard P. Bohush, doctor of science (engineering), full profes-
sor; head of the department of computing systems and networks,
faculty of information technologies.

bogushr@mail.ru

https://orcid.org/0000-0002-6609-5810

108 Crevguansiins «Cw/wwwgw W AHONANL GoturbLL>> AT
2l MY PPN



AHaJIu3 JaHHBIX
Data Science

SMOKE AND CAMERA TAMPERING DETECTION SYSTEM
BASED ON SINGLE-BOARD COMPUTER
FOR REAL-TIME FIRE MONITORING

Y. R. ADAMOVSKIY®, R. . BOHUSH®

*Euphrosyne Polotskaya State University of Polotsk,
29 Blahina Street, Navapolack 211440, Belarus

Corresponding author: Y. R. Adamovskiy (e.adamovsky@psu.by)

Abstract. An edge-based architecture for a video surveillance system with integrated smoke and camera tampering
detection is presented. The system consists of parallel-executing modules responsible for configuration management and
video data processing, including receive, analysis, and transmission. Smoke detection is performed using computer vision
algorithms based on the sequential extraction of discriminative visual features: motion direction, colour characteristics, and
impact on background visibility. Camera tampering is detected by evaluating scene sharpness through an edge-detection
filter. High-resolution video processing is performed on a single-board computer, with computational tasks distributed
across the cores of a multi-core central processor to optimise performance. The proposed approach significantly reduces the
load on the central node of the surveillance infrastructure, which is a critical advantage for scalable deployments involving
numerous cameras. Experimental results demonstrate high detection accuracy for smoke and tampering, as well as stable
real-time operation of the implemented architecture.

Keywords: smoke detection; computer vision; video surveillance systems; single-board computer.

Introduction

Fire detection is a critical task with a wide range of applications, including residential and industrial facilities,
streets, and forested areas. In its early stage, a fire can be easily mitigated; however, its further development and
spread may lead to significant damage. Therefore, monitoring the initial phases of a fire is of considerable interest.
Computer vision algorithms that analyse video data represent a promising approach to early fire detection, inclu-
ding in outdoor environments. Smoke is often the dominant or even the only visible indicator of fire at an early
stage [1]. It propagates faster than flames and occupies a comparatively larger volume of space because it does
not require close contact with the high-temperature region of material combustion. Therefore, when developing
an early-stage fire detection algorithm based on video frame analysis, it is reasonable to focus on smoke detection.

Visually, smoke is characterised by the following features [2]: vertical upward motion of particles that tran-
sitions into chaotic motion; a limited colour range in shades of gray; semi-transparency, which causes blurring
of background objects; a quasi-stable source location; an irregular shape with flickering. These features can
be extracted by analysing video frames obtained from a surveillance system in real time. However, video data
is subject to various distortions and limitations, including limited information due to camera resolution, colour
range, and frame rate; loss of scene depth; sensor noise; optical system effects; variable lighting conditions;
compression artifacts introduced by lossy video codecs. Therefore, when developing a smoke detection algo-
rithm, it is essential to exploit as many of these features as possible through joint spatial and temporal processing
to achieve high detection accuracy (AC) and minimise errors.

When video surveillance systems with smoke detection capabilities are deployed at industrial facilities,
it becomes necessary to rapidly identify anomalies that cause the video signal to lack relevant information about
the monitored scene or about the signal itself, which may indicate tampering. Tampering refers to an inten-
tional action aimed at disrupting the operation of a video surveillance system while preserving the appearance
of normal functionality. Tampering may involve physical interference with cameras, for example by covering
their lenses with opaque or translucent objects, painting over them, or overexposing the image sensor, which
renders it impossible to capture intruder activity or detect visual smoke features. Algorithms for this task must
account for complex conditions encountered in real-world operation [3]: the appearance of new objects in the
scene that occupy a significant portion of the frame; camera motion induced by wind; variations in lighting,
time of day, and weather conditions.

Video surveillance systems are typically large-scale infrastructures equipped with numerous cameras. Conti-
nuous monitoring of the proper operation of a large number of cameras over extended periods can be challenging
for security personnel and operators. Consequently, there is a risk of significant material damage due to either
amissed fire in its early stage or undetected tampering. The large number of surveillance devices results in insuf-
ficient computing resources for centralised real-time processing of the resulting data volumes. One possible
solution is edge computing, which offloads computation to edge devices that operate in conjunction with video
cameras and perform initial analysis and processing of the video stream.
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Related works

The concept of an edge or embedded system for threat detection, including fire and camera tampering, in-
volves processing the video stream directly on the camera or endpoint device, as such devices are often deployed
in remote or hard-to-access locations. Therefore, the computing unit must be compact and energy-efficient,
which inherently limits its computational capacity. Existing implementations typically employ single-board
computers (SBC), such as the Raspberry Pi and NVIDIA Jetson, as the hardware platform.

Fire and camera tampering can be regarded as a complex threat detectable by computer vision techniques
in video surveillance systems. Certain steps in smoke and camera tampering detection algorithms are similar,
as both aim to extract informative features from video frames to determine the presence of a threat.

Smoke detection methods deployed in embedded systems are either adapted to operate on low-performance
hardware or replaced with novel algorithms designed to minimise computational complexity. For instance,
in work [4] the authors evaluate the use of artificial neural networks (ANN) for edge-based fire detection across
several architectures, including VGG19, ResNet18, EfficientNetV2, Vision Transformer (ViT), and ConvNeXt,
on an NVIDIA Jetson Xavier platform. Experimental results demonstrate that model compression techniques,
such as quantisation, pruning, and knowledge distillation, enable these networks to achieve a frame-level clas-
sification AC of 95 % while maintaining processing rates above 30 fps. Nevertheless, the Jetson Xavier sig-
nificantly outperforms and exceeds the cost of typical SBC, suggesting that deploying high-complexity ANN
in resource-constrained edge environments remains impractical.

In article [5] the compact MobileNetV2 model was employed for smoke and flame detection in forest fire
scenarios. The model operated on a Raspberry Pi 5 (further — RPi5), processing an input video stream at 30 fps.
It was trained on a dataset comprising 40 000 images and optimised through quantisation, input cropping, and
conversion to TensorFlow Lite format. The system achieved a processing speed of 1-2 fps, with an F1-score of
94 % on a held-out test set. To suppress false positives, the system generated a class prediction for the current
frame based on the five preceding frames and transmitted the result to the server.

In work [6] a portable smoke detection system based on the Raspberry Pi 4B (further — RPi4B) was de-
veloped. It comprised a Raspberry Pi camera, a video frame processing module, a detector, and display and
notification subsystems. The data processing module included a 5 x 5 Gaussian filter for noise reduction and
histogram equalisation for contrast enhancement. Smoke detection was performed using a cascade AdaBoost
classifier based on local binary pattern (LBP) features, extracted from each video frame via a sliding window
approach. The classifier was trained on a dataset of 6800 image patches of size 35 x 35 and 48 x 48 px using
an NVIDIA GTX 1080 graphics processing unit. The implementation was carried out in Python using the
OpenCV computer vision library. The system processes video frames of 320 x 240 px at 25 fps, achieving
an AC of 94.7 %. The reduced input resolution, resulting from LBP feature extraction, was imposed by hardware
constraints. Output data was saved to files and accessed remotely, while smoke detection alerts were delivered
via email. It should be noted that real-time operation in research [6] relied on low-resolution frames, which
limits the effective detection of small objects. Moreover, temporal information that could have contributed
to improved detection AC was not exploited.

In article [7] a multi-stage smoke detection algorithm is proposed, which includes the following steps: motion
detection using a Kalman filter; saturation segmentation in the HSV colour space; combination of the resulting
binary masks using the logical AND operator; identification of regions of interest (Rol) with a sufficiently large
area and a specified aspect ratio range; classification of the regions using a lightweight convolutional neural
network (CNN) with an input dimension of 50 x 50 x 3 and a detection threshold of 0.7. The model was trained
on a dataset of 14 000 images. To suppress false positives, smoke was considered detected only if its presence
was confirmed continuously for at least 3 s. The implementation was developed in Python using the Keras
machine learning framework. The algorithm was evaluated on NVIDIA Jetson Nano (JN) and Raspberry Pi 3
(further — RPi3) platforms, achieving an average AC of 87.7 % at processing speeds of 55 and 9 fps, respec-
tively, with an input frame resolution of 320 x 240 px. A high false positive rate was observed, which may
result from suboptimal alarm triggering duration or limited generalisation capability of the employed CNN.
Furthermore, the algorithm’s performance on the RPi3 is insufficient for real-time operation. Key features
of the approach include incorporation of temporal context and preprocessing aimed at reducing data volume
and computational load on the CNN.

A CNN was also employed for fire detection based on the YOLOV?2 architecture and implemented on JN [8].
The implementation was developed in MATLAB using CUDA technology. The model was trained on a dataset of
400 images of size 128 x 128 px and achieved an Fl-score of 95.4 % on test videos at a processing speed
of 21 fps. Fires were detected 1-2 s after their actual occurrence. It should be noted that video frames were
downscaled to extremely low resolution, yet real-time processing was not achieved. The algorithm incurs
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significant computational costs and relies on proprietary CUDA technology developed by NVIDIA, which
restricts its applicability to other SBC.

The YOLOVS architecture was employed for fire detection with several adaptations for the Ingenic T41
(further — T41) low-power embedded system-on-chip: reparameterisation, replacement of the SiLU activation
function with LeakyReLU to simplify model quantisation, pretraining on the COCO dataset, fine-tuning on the
domain-specific D-Fire dataset comprising 21 500 images, and minimisation of data merging and splitting
operations [9]. The trained model achieved 79.4 % mAP at a processing speed of 47 fps. Despite these strong
results, it should be noted that the optimisations were tailored to a specific hardware architecture, and their
effectiveness may diminish when deployed on other SBC.

Another approach using YOLO for forest fire detection with unmanned aerial vehicles is presented
in work [10]. The YOLOVS architecture was deployed on the RPi4B with the following modifications:
replacement of the CNN in the backbone with a lightweight ShuffleNetV2 model, network thinning, and
subsequent retraining. The model was trained on a dataset of 24 400 images of size 320 x 240 px using an
NVIDIA RTX 3050 graphics processing unit. The CPU clock rate was increased by 33 %. The system
achieved a processing speed of 9 fps with 92.5 % mAP. Comparison with [9] shows that the modifica-
tions in [10] were less platform-specific, yet delivered lower processing speed despite using smaller in-
put resolution, even though the RPi4B offers superior computing power compared to the T41. This indi-
cates that hardware-aware optimisations can significantly enhance algorithm performance in computer vision
tasks.

An analysis of the YOLO and CNN-RCNN architectures for UAV-based fire detection on the JN was con-
ducted in [11]. The YOLOv8n model was employed for object detection, while a hybrid CNN-RCNN model
performed classification using temporal information. Training was carried out on a dataset of 2947 images
of size 640 x 640 px. The system achieved a processing speed of 12—-20 fps with an F1-score of 88 %. The results
indicate that the use of a sequence of multiple ANN did not yield high performance; however, the approach
demonstrated good AC in smoke detection.

In work [12] tampering detection is performed by evaluating the sharpness of object boundaries in images
using a Canny edge detector. The results are analysed over time, and a Kalman filter is applied to suppress false
alarms. The following tampering scenarios were considered: defocusing, spray-painting, occlusion, and camera
redirection. The precision (P) of the proposed method was 96.6 %.

Video camera tampering detection is performed using deep neural networks in article [13]. The authors employ
the AlexNet, ResNet18, ResNet50, and DenseNet161 architectures. AlexNet achieved the highest AC at 74.9 %,
but generated over 2000 false alarms per hour, which is unacceptable for real-world deployment. The authors
note that incorporating temporal context would improve the results. Moreover, the computational requirements
of the considered neural networks preclude their real-time operation on SBC.

The analysis shows that existing algorithmic solutions for smoke and camera tampering detection are generally
unsuitable for deployment on SBC, when high-resolution video must be processed in real time. Therefore, the
smoke detection algorithms and models employed on these devices reduce the input data size, which improves
performance but may lead to missed detections of small objects. The solutions discussed employ lightweight,
trainable classifiers and modified ANN, the combination of which with classical computer vision algorithms
and hardware-specific optimisations can improve the performance of smoke detection algorithms. To reduce
false positives, some approaches accumulate extracted features over several seconds and base smoke detection
decisions on the aggregated data. However, most methods based on ANN rely solely on information from the
current video frame, thereby neglecting temporal context. Both rule-based and neural network-based methods can
be employed for camera tampering detection. However, the use of ANN is limited by their high computational
complexity. The limited computing power of SBC restricts the number of services that can run simultaneously,
thereby preventing complex video analysis in addition to smoke detection. Therefore, developing an effective
smoke and camera tampering detection system with high performance and low computational requirements for
embedded video surveillance modules remains a pressing challenge.

Efficient real-time smoke
and tampering detection video system
System architecture. The proposed edge-based system for smoke and camera tampering detection comprises
server and client components. The server component includes a SBC, specifically a RPi4B, an IP camera, and
a network switch. The client component consists of an operator workstation equipped with dedicated software,
including video surveillance tools and a web application for interaction with the server. The block diagram
of the system is shown in fig. 1.
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Fig. 1. Edge computing architecture for real-time smoke and camera tampering detection on a RPi4B

The server-side software stack deployed on the SBC comprises three core modules: a control module, a smoke
and camera tampering detection module, and a video stream publishing module.

The functionality of the control module can be divided into interconnected blocks: a client web application
control block, which is essentially a hypertext transfer protocol (HTTP) server, a smoke and camera tampering
detection module control block, and a video stream processing block. The control module loads parameters from
the configuration file, including general settings, operational parameters for the smoke and camera tampering
detection module, and the real-time streaming protocol uniform resource locator of the video stream source.
The web application control block processes HTTP requests and provides file server functionality. These re-
quests include updating the configuration file, serving static web content, transmitting the current video frame,
and delivering archived frames.

The smoke and camera tampering detection module control block launches the detectors, applies the con-
figuration settings, and monitors their operation. The video stream processing block decodes the input video
stream and forwards frames to the smoke and camera tampering detection module. It then receives the processed
frames from this module, encodes them, and transmits them to the video stream publishing module. The smoke
and camera tampering detection module comprises three blocks: a smoke detection block, a camera tampering
detection block, and a control block that manages data exchange between the two.

The processed video stream publishing module makes the frames available for viewing on the operator
workstation using standard video surveillance tools.

System operation algorithm. The proposed system operates using the developed algorithms for smoke
and camera tampering detection. The smoke detection algorithm sequentially applies computer vision methods
to the original video frames to extract discriminative smoke features. The processing order is determined by two
factors: computational complexity and the discriminative power of the feature for smoke. If no features are
detected at a given stage, subsequent stages are skipped, thereby reducing the computational load on the device.
A key aspect of the approach is the division of video frames into a regular grid, with features averaged within
each cell. This strategy simplifies and accelerates computation through uniform processing and parallelisation.

The camera tampering detection block, designed for real-time video processing on the SBC, exploits a charac-
teristic property of video surveillance cameras: their minimum focusing distance is typically tens of centimetres
or more, depending on the lens. Therefore, if the camera is obscured by a nearby object, such as a sheet of paper,
image sharpness is reduced, even if the sheet reproduces the original scene. This reduction in sharpness can
be detected automatically.

The system operation algorithm describes the modules and functional blocks, including the smoke and
camera tampering detection techniques, and consists of the following steps.

1. The control module is launched. The module loads parameters from the configuration file. The HTTP
server is enabled to support the client web application, and initiates periodic broadcast messages on the local
network to allow the operator to discover the RPi4B and access the web application.
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2. The smoke and camera tampering detection module is launched. Its control block loads the parameters
from the configuration file obtained in step 1. In the event of an emergency shutdown of the detectors, the
module automatically restarts. A restart is also triggered if the configuration file is updated via the HTTP server.

3. The video stream processing block receives an input video stream from a source, whose uniform resource
locator is specified in the configuration file, decodes it, and transmits each frame /, to the smoke and camera
tampering detection module. If the input video stream becomes unavailable, the block generates a synthetic
video stream containing an error message and notifies the web application control block.

4. The smoke and camera tampering detection module receives the frame /, as input and launches detectors
that process it according to the described algorithms.

4.1. Operating algorithm of the smoke detection block [14] within the smoke and camera tampering detec-
tion module.

4.1.1. The module is initialised in standby mode upon system startup.

4.1.2. Each frame /, is resised to a fixed spatial dimension for further processing.

4.1.3. The histogram of /, is normalised.

4.1.4. An initial background model B is constructed using the MOG?2 algorithm [15].

4.1.5. The module transitions to operating mode after a background initialisation period 7, required to con-
struct the initial background model.

4.1.6. Cells C,, containing motion are extracted using background subtraction followed by morphological
erosion and dilation as post- processing steps.

4.1.7. The background model B is updated, excluding cells where motion was detected in frame 7, ;. If smoke
is detected, the update is suspended entirely.

4.1.8. Cells C,, ,, exhibiting stable motion over a time window 7, are selected.

4.1.9. Cells C,, whose colour characteristics correspond to those of smoke are selected.

4.1.9.1. Frame I is converted to the HSV colour space, yielding [

4.1.9.2. Threshold binarisation is applied to ] V.S and V channels separately The colour properties of smoke
are more effectively captured in the HSV colour space, enabling robust segmentation [16].

4.1.9.3. Masks obtained in step 4.1.9.2 are combined using the logical AND operator to produce the final
smoke candidate mask C..

4.1.10. Candidate cells C, of the primary Rol are computed by combining the results of steps 4.1.8 and 4.1.9
into a weight array. If a cell in the current iteration exhibits steady motion and matches smoke in colour, its
weight in the array is set to the maximum value. Otherwise, its weight is decremented by a fixed step in each
subsequent iteration until it reaches zero. A candidate cell is defined as any cell in the weight array with a non-
zero value. Further processing is performed only on the /, fragment that encompasses all current candidate cells
within a bounding rectangle.

4.1.11. The selection of cells €, for which a significant drop in the energy of high-frequency compo-
nents relative to the background model B, is detected. For this purpose a two-dimensional wavelet transform
is applied [17].

4.1.12. Cells C,, ,, exhibiting a stable reduction in high-frequency energy over a time window 7, are selected.

4.1.13. Selection of cells C,, for which a sufficient contrast reduction relative to the background model,
is detected.

4.1.14. Candidate cells C, for the secondary Rol are computed by applying the logical AND operator to C,
and the results of the previous steps 4.1.12 and 4.1.13. Further processing is performed only for the fragment /,
that encompasses all candidate cells within a bounding rectangle.

4.1.15. Cells C; exhibiting bottom-up motion are selected using the optical flow algorithm [18] applied to C,
regions in frames /, and /, ;. A cell is selected if its motion vector lies within a specified angular range and
exceeds a predefined amplitude threshold.

4.1.16. Cells C, , exhibiting stable bottom-up motion over a time window 7} are retained.

4.1.17. Sets Cf and C, are combined using the logical AND operator to produce C,.

4.1.18. Cells C, are selected by accumulating C, over time and comparing the accurnulated value with a pre-
sence decision threshold.

4.1.19. A decision on smoke presence is made if at least one non-zero element exists in C,.

4.2. Operating algorithm of the camera tampering detection block: periodic analysis of video frames for
tampering indicators during normal operation.

4.2.1. Frame /, is converted to a grayscale image /, b,

4.2.2. The LaplacranL of I is computed by convolvrng the image with the Lap1a01an kernel. Each element
of L, represents the second- order spatial derivative at the corresponding pixel I (x y)

4 2.3. The standard deviation o for L, is computed and used as a metric for image sharpness assessment.

4.2.4. Camera tampering in the frame is declared if 6 < 5, is met, where o, is a predefined threshold.

4.2.5. The number of consecutive frames N with detected tampering is counted.
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4.2.6. Camera tampering is confirmed if N exceeds the threshold N,

4.2.7. If camera tampering is not detected, then steps 4.2.1-4.2.6 are repeated, otherwise step 4.2.8 is executed.

4.2.8. The module enters tampering mode: smoke detection is suspended, and the output video stream is an-
notated with a tampering alert.

4.2.9. Steps 4.2.1-4.2.6 are repeated until camera tampering is no longer detected.

4.2.10. The control block halts the module. Subsequently, the control block of the smoke and camera tam-
pering detection module restarts it, as described in step 2.

Multi-threaded real-time video processing architecture on quad-core embedded platform. The control mo-
dule is implemented in the Rust programming language. The smoke and camera tampering detection module
is implemented in C++ using the OpenCV library. The stream publishing module is implemented using the
MediaMTX media server.

To improve performance, data processing steps are executed in parallel across the four CPU cores of the
RPi4B with tasks distributed among dedicated threads to ensure efficient operation and real-time processing.

Thus, video stream transmission, encoding, and decoding are performed on CPU cores 0 and 1. On CPU
core 2, thread 0 receives decoded frames in the smoke and camera tampering detection module and executes the
tampering detection. Thread 1 is dedicated exclusively to motion detection using the MOG?2 algorithm, as this
operation is computationally intensive. On CPU core 3, thread 0 executes the remaining stages of the smoke
detection algorithm, and thread 1 transmits processed frames back to the video stream processing module.

The block diagram of the proposed model implementation, reflecting the distribution of tasks across CPU
cores, is shown in fig. 2.
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Fig. 2. Block diagram of the distribution of tasks in a model based on a 4-core CPU SBC

Experimental results

Performance evaluation of the smoke detection algorithm. To evaluate the performance of the algorithm,
a dataset comprising video recordings of smoke and smoke-like phenomena at resolutions up to 1280 x 720 px (HD)
was collected from open sources. Additional recordings were captured by the authors to supplement the dataset.

Experimental results show that the proposed smoke detection algorithm achieves an F1-score 0f97.9 % and
processes HD video streams at 25 fps. The use of spatiotemporal analysis and a combination of visual smoke
features reduces the error rate to an average of 2 %, which is lower than that of comparable methods [2].
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Table 1 presents the evaluation criteria for smoke detection methods, and the last row presents the results of testing
the proposed algorithm. The compared metrics include AC, P, false-positive rate (FPR), false-negative rate (FNR) and
F1-score [1]. Additionally, the table specifies the processed frame size, processing performance, and the SBC used.

Table 1
Comparison of smoke detection algorithms in edge-based systems
Method Hard-ware | Frame size, px | FPS Motrics, % Source
AC FPR FNR Fl-score mAP
MobileNetV2 RPi5 224 x 224 1-2 97.9 - — 98.3 — [5]
AdaBoost+ RPi4B 320 x 240 25 94.7 1.1 3.6 - — [6]
Rule-based+ RP13 320 x 240 i 87.7 24.7 4.7 90.6 — [7]
IN 320 x 240 55

YOLOvV2 IN 128 x 128 21 96.8 34 2.9 95.4 — [8]
YOLOv8n+ IN 640 x 640 20 89.0 6.5 2 88.0 - [11]
YOLOvVS T41 672 x 416 47 - - - - 79.4 [9]
YOLOvVS RPi4B 320 x 240 9 - - - - 92.5 [10]
’ lrgfr‘i’tsgg RP4B | 1280x720 | 25 | 979 | 026 | 177 | 975 - | T

Figure 3 shows examples of detection on video frames from a prepared dataset, where detected smoke regions
are indicated by bounding boxes.

Fig. 3. Smoke detection results on video frames produced by the proposed algorithm

Performance evaluation of the camera tampering detection. The camera tampering detection module
was evaluated using a custom dataset comprising video sequences of four scene types: daytime street, nightti-
me street, illuminated indoor environment, and semi-dark indoor environment (fig. 4).

The proposed method was compared with two other approaches based on image entropy estimation: the
Shannon entropy calculation algorithm, which uses the distribution of pixel intensities represented as a histo-
gram, and entropy estimation based on the compression ratio of the Lempel — Ziv — Markov chain algorithm
(further — LZMA). The LZMA is deterministic, has efficient implementations in programming languages and
is used in the 7z archive format. The LZMA compression ratio, defined as the ratio of the original data size
to the compressed size, is inversely proportional to the entropy of the observed scene. Therefore, it provides
a convenient and reproducible means for entropy estimation [19].

Four camera tampering scenarios were tested: covering the camera lens with a light-coloured object, cove-
ring the camera lens with a dark object, covering the camera lens with a translucent object, and illuminating
the lens with a bright light source (fig. 5).
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Fig. 4. Scene types for tampering detection evaluation:
a — daytime street; b — nighttime street;
¢ — illuminated indoor scene; d — semi-dark indoor scene

Fig. 5. Tampering scenarios for detector evaluation:
a — covering the camera lens with a light-coloured object;
b — covering the camera lens with a dark object;
¢ — covering the camera lens with a translucent object;
d — illuminating the lens with a bright light source

116 Creyuansnic gﬁ <<Cmmm«omwé» w AHANNL ot >
98/0201/»/ UW?:KS?&%({-W Amog @A«fw mé;é >



AHaJIu3 JaHHBIX
Data Science

The obtained results are presented in table 2. The ranges of estimated values for individual test video re-
cordings for different types of sabotage are shown.

Table 2
Estimated performance of camera tampering detection algorithms
L. Scene Reference Estimated value in tampering scenarios (see fig. 5)
Criterion (see fig. 4) estimated value a b c d
a 39.20-57.70 | 22.50-24.70 | 19.90-24.20 | 17.10-19.20 -
Sharpness b 19.10-19.90 | 13.80-15.10 - 11.10-12.70 | 12.90-16.20
assessment (G) c 25.0-26.6 16.20-17.60 | 15.70-16.60 13.0-14.0 17.20-20.50
d 20.80-21.90 12.9-16.0 13.50-14.70 9.09-10.2 8.73-9.89
Shanmon a 7.01-7.09 6.56—6.73 6.69—6.86 6.78-6.83 -
entropy b 5.91-5.93 3.96-4.28 - 6.50-6.55 7.52-7.71
estimate (H), c 7.10-7.11 6.04—6.12 6.74—6.81 6.84—6.94 6.39-6.50
bit/px d 5.51-5.54 5.57-5.66 2.74-3.32 5.79-5.97 6.80—7.26
a 2.46-2.57 4.68—4.94 5.02-5.57 8.28-8.85 -
LZMA-based b 431-4.41 11.90-13.50 - 6.01-6.19 3.73-6.72
estimation (8 ¢ 4.67-4.83 841912 | 528-574 | 838-994 | 551-831
d 10.7-12.0 8.55-9.55 16.40-19.40 | 9.63-11.10 8.05-10.60

The reference estimated value in table 2 was obtained from video frames without features of camera tampering.

An analysis of table 2 shows that, for certain scenes, the outputs of algorithms 2 and 3 can be identical in
the presence and absence of tampering. In contrast, the proposed tampering detection method, which is based
on frame sharpness, enables the determination of a scene-specific threshold value o, for unambiguous classi-
fication of tampering presence or absence.

Thermal stability and real-time performance evaluation. The third and equally important stage of the
research is to determine whether a SBC can operate within its thermal limits while maintaining real-time per-
formance. The evaluation was performed under three load conditions of the smoke detection block.

1. No load (mode 1): the observed scene contains no smoke-like objects. Only the initial algorithm stages,
namely motion detection and colour-based object detection, are active.

2. Partial load (mode 2): the observed scene contains smoke-like objects. Smoke regions are either absent
or occupy a small portion of the frame for brief durations. All algorithm stages are periodically active, but
detection events are infrequent and short-lived.

3. Full load (mode 3): the observed scene contains smoke that occupies a significant portion of the frame
over an extended duration, representing the maximum computational load on all algorithm stages.

Video sequences corresponding to the described load conditions were selected from the dataset, and testing
demonstrated that the system maintains a processing rate of 25 fps during extended operation.

The CPU temperature was recorded at 1-second intervals under ambient room temperature conditions, using a de-
vice housed in a case with a passive heatsink and no active cooling. The results were smoothed using a 60-sample
moving average window to reduce noise and are presented in fig. 6.
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Fig. 6. RPi4B CPU temperature under various load conditions
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Figure 6 shows that the initial CPU temperature is 50 °C. The peak temperatures observed during testing
were 58.9 °C in mode 1, 59.4 °C in mode 2, and 60.4 °C in mode 3. The maximum permissible CPU temperature
for the RPi4B is 80 °C, which is not exceeded in any load mode.

CPU core utilisation was also measured across all load modes with tampering detection disabled. The
measurement data is presented in fig. 7 as histograms with core utilisation grouped into 10 % intervals.
The height of each bar represents the number of measurements falling within the corresponding utilisation
interval.
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Fig. 7. RPi4B CPU core load: a — mode 1; » — mode 2; ¢ — mode 3

A comparison of the data in fig. 7 shows that CPU cores 0 and 1 are consistently utilised at 30—60 %, regardless
of the load mode, as they are not employed by the smoke detection algorithm. Core 2 is utilised at an avera-
ge of 30-50 % and executes tampering and motion detection, which is the initial stage of the smoke detection
algorithm and is applied to every frame. The utilisation of core 3 is the most mode-dependent, as it execu-
tes all subsequent stages of the smoke detection algorithm. Its load increases from 10—-20 % in mode 1 to 40 %
in mode 3. None of the cores reaches 100 % load, indicating a balanced distribution of tasks across the cores
and ensuring stable system operation.

To assess the impact of the camera tampering detector on system performance, the CPU utilisation of
core 2 was measured with the detector enabled and disabled. The results show that even in mode 3 (full
load) core utilisation ranges from 31.2 to 48.6 %, which matches the range shown in fig. 7, c. Therefore, the
tampering detector does not adversely affect the stability of the smoke detection algorithm or other system
modules.

The experimental results demonstrate the effectiveness of the proposed smoke and camera tampering detec-
tion architecture. Analysis of the results confirms that both the algorithms and the overall system based on the
proposed architecture, implemented on a SBC, perform robustly across a range of operating conditions.

118 Cw& woabbiie <<Cma~mu,éa/ w Aol At >>
?8/”%/ :}W% f(wéfﬁo M/ @A«fw oiiiygi»



AHaJIu3 JaHHBIX
Data Science

Conclusions

This paper presents an edge-based architecture for a video surveillance system equipped with smoke and
camera tampering detection capabilities, enabling real-time processing and analysis of high-resolution video
streams on a RPi4B single-board computer. The system can be seamlessly integrated into existing video sur-
veillance networks. By leveraging decentralised computing, the proposed approach significantly reduces the
computational load on the central node, which is essential for scalable deployments involving a large number
of cameras.

Experimental results confirm correct system operation, high detection AC for both smoke and tampering,
and robust performance during continuous operation. The smoke detection algorithm achieves an AC of
97.9 % while processing high-quality video at 25 fps. The use of spatiotemporal analysis of smoke-related
visual features reduces the total error rate to an average of 2.03 %, outperforming comparable state-of-the-art
methods. Camera tampering detection based on image sharpness assessment via edge-based standard devia-
tion enables reliable threshold selection without degrading the processing speed of the smoke detector or the
overall system performance. Testing of the complete system demonstrated that the developed algorithms do
not disrupt the thermal balance of the single-board computer, enabling deployment of the system in industrial
applications.
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