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Fig. 1. Edge computing architecture for real-time smoke and camera tampering detection on a RPi4B

The server-side software stack deployed on the SBC comprises three core modules: a control module, a smoke 
and camera tampering detection module, and a video stream publishing module.

The functionality of the control module can be divided into interconnected blocks: a client web application 
control block, which is essentially a hypertext transfer protocol (HTTP) server, a smoke and camera tampering 
detection module control block, and a video stream processing block. The control module loads parameters from 
the configuration file, including general settings, operational parameters for the smoke and camera tampering 
detection module, and the real-time streaming protocol uniform resource locator of the video stream source. 
The web application control block processes HTTP requests and provides file server functionality. These re-
quests include updating the configuration file, serving static web content, transmitting the current video frame, 
and delivering archived frames.

The smoke and camera tampering detection module control block launches the detectors, applies the con-
figuration settings, and monitors their operation. The video stream processing block decodes the input video 
stream and forwards frames to the smoke and camera tampering detection module. It then receives the processed 
frames from this module, encodes them, and transmits them to the video stream publishing module. The smoke 
and camera tampering detection module comprises three blocks: a smoke detection block, a camera tampering 
detection block, and a control block that manages data exchange between the two.

The processed video stream publishing module makes the frames available for viewing on the operator 
workstation using standard video surveillance tools.

System operation algorithm. The proposed system operates using the developed algorithms for smoke 
and camera tampering detection. The smoke detection algorithm sequentially applies computer vision methods 
to the original video frames to extract discriminative smoke features. The processing order is determined by two 
factors: computational complexity and the discriminative power of the feature for smoke. If no features are 
detected at a given stage, subsequent stages are skipped, thereby reducing the computational load on the device. 
A key aspect of the approach is the division of video frames into a regular grid, with features averaged within 
each cell. This strategy simplifies and accelerates computation through uniform processing and parallelisation. 

The camera tampering detection block, designed for real-time video processing on the SBC, exploits a charac-
teristic property of video surveillance cameras: their minimum focusing distance is typically tens of centimetres 
or more, depending on the lens. Therefore, if the camera is obscured by a nearby object, such as a sheet of paper, 
image sharpness is reduced, even if the sheet reproduces the original scene. This reduction in sharpness can 
be detected automatically.

The system operation algorithm describes the modules and functional blocks, including the smoke and 
camera tampering detection techniques, and consists of the following steps.

1. The control module is launched. The module loads parameters from the configuration file. The HTTP 
server is enabled to support the client web application, and initiates periodic broadcast messages on the local 
network to allow the operator to discover the RPi4B and access the web application.


