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4.2.6. Camera tampering is confirmed if N exceeds the threshold Nth.
4.2.7. If camera tampering is not detected, then steps 4.2.1– 4.2.6 are repeated, otherwise step 4.2.8 is executed.
4.2.8. The module enters tampering mode: smoke detection is suspended, and the output video stream is an-

notated with a tampering alert.
4.2.9. Steps 4.2.1– 4.2.6 are repeated until camera tampering is no longer detected.
4.2.10. The control block halts the module. Subsequently, the control block of the smoke and camera tam-

pering detection module restarts it, as described in step 2.
Multi-threaded real-time video processing architecture on quad-core embedded platform. The control mo

dule is implemented in the Rust programming language. The smoke and camera tampering detection module 
is implemented in C+ + using the OpenCV library. The stream publishing module is implemented using the 
MediaMTX media server.

To improve performance, data processing steps are executed in parallel across the four CPU cores of the 
RPi4B with tasks distributed among dedicated threads to ensure efficient operation and real-time processing. 

Thus, video stream transmission, encoding, and decoding are performed on CPU cores 0 and 1. On CPU 
core 2, thread 0 receives decoded frames in the smoke and camera tampering detection module and executes the 
tampering detection. Thread 1 is dedicated exclusively to motion detection using the MOG2 algorithm, as this 
operation is computationally intensive. On CPU core 3, thread 0 executes the remaining stages of the smoke 
detection algorithm, and thread 1 transmits processed frames back to the video stream processing module.

The block diagram of the proposed model implementation, reflecting the distribution of tasks across CPU 
cores, is shown in fig. 2.

Fig. 2. Block diagram of the distribution of tasks in a model based on a 4-core CPU SBC

Experimental results
Performance evaluation of the smoke detection algorithm. To evaluate the performance of the algorithm, 

a dataset comprising video recordings of smoke and smoke-like phenomena at resolutions up to 1280 × 720 px (HD)  
was collected from open sources. Additional recordings were captured by the authors to supplement the dataset.

Experimental results show that the proposed smoke detection algorithm achieves an F1-score of 97.9 % and 
processes HD video streams at 25 fps. The use of spatiotemporal analysis and a combination of visual smoke 
features reduces the error rate to an average of 2 %, which is lower than that of comparable methods [2].


