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Table 1 presents the evaluation criteria for smoke detection methods, and the last row presents the results of testing 
the proposed algorithm. The compared metrics include AC, P, false-positive rate (FPR), false-negative rate (FNR) and 
F1-score [1]. Additionally, the table specifies the processed frame size, processing performance, and the SBC used.

Ta b l e  1
Comparison of smoke detection algorithms in edge-based systems

Method Hard-ware Frame size, px FPS
Metrics, %

Source
AC FPR FNR F1-score mAP

MobileNetV2 RPi5 224 × 224 1–2 97.9 – – 98.3 – [5]
AdaBoost + RPi4B 320 × 240 25 94.7 1.1 3.6 – – [6]

Rule-based +
RPi3 320 × 240 9

87.7 24.7 4.7 90.6 – [7]
JN 320 × 240 55

YOLOv2 JN 128 × 128 21 96.8 3.4 2.9 95.4 – [8]
YOLOv8n + JN 640 × 640 20 89.0 6.5 2 88.0 – [11]
YOLOv8 T41 672 × 416 47 – – – – 79.4 [9]
YOLOv5 RPi4B 320 × 240 9 – – – – 92.5 [10]
Proposed 
algorithm RPi4B 1280 × 720 25 97.9 0.26 1.77 97.5 – This 

work

Figure 3 shows examples of detection on video frames from a prepared dataset, where detected smoke regions 
are indicated by bounding boxes.

Fig. 3. Smoke detection results on video frames produced by the proposed algorithm

Performance evaluation of the camera tampering detection. The camera tampering detection module 
was evaluated using a custom dataset comprising video sequences of four scene types: daytime street, nightti- 
me street, illuminated indoor environment, and semi-dark indoor environment (fig. 4). 

The proposed method was compared with two other approaches based on image entropy estimation: the 
Shannon entropy calculation algorithm, which uses the distribution of pixel intensities represented as a histo-
gram, and entropy estimation based on the compression ratio of the Lempel – Ziv – Markov chain algorithm 
(further – LZMA). The LZMA is deterministic, has efficient implementations in programming languages and 
is used in the 7z archive format. The LZMA compression ratio, defined as the ratio of the original data size 
to the compressed size, is inversely proportional to the entropy of the observed scene. Therefore, it provides 
a convenient and reproducible means for entropy estimation [19].

Four camera tampering scenarios were tested: covering the camera lens with a light-coloured object, cove
ring the camera lens with a dark object, covering the camera lens with a translucent object, and illuminating 
the lens with a bright light source (fig. 5).


