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The obtained results are presented in table 2. The ranges of estimated values for individual test video re-
cordings for different types of sabotage are shown.

Ta b l e  2
Estimated performance of camera tampering detection algorithms

Criterion Scene  
(see fig. 4)

Reference  
estimated value

Estimated value in tampering scenarios (see fig. 5)
a b c d

Sharpness 
assessment (σ)

a 39.20 –57.70 22.50 –24.70 19.90 –24.20 17.10 –19.20 –
b 19.10 –19.90 13.80 –15.10 – 11.10 –12.70 12.90 –16.20
c 25.0 –26.6 16.20 –17.60 15.70 –16.60 13.0 –14.0 17.20 –20.50
d 20.80 –21.90 12.9 –16.0 13.50 –14.70 9.09 –10.2 8.73 –9.89

Shannon 
entropy 

estimate (H ), 
bit/px

a 7.01–7.09 6.56 – 6.73 6.69 – 6.86 6.78 – 6.83 – 
b 5.91–5.93 3.96 – 4.28 – 6.50 – 6.55 7.52–7.71 
c 7.10 –7.11 6.04 – 6.12 6.74 – 6.81 6.84 – 6.94 6.39 – 6.50 
d 5.51–5.54 5.57–5.66 2.74 –3.32 5.79 –5.97 6.80 –7.26

LZMA-based 
entropy 

estimation (k) 

a 2.46 –2.57 4.68 – 4.94 5.02–5.57 8.28 – 8.85 – 
b 4.31– 4.41 11.90 –13.50 – 6.01– 6.19 3.73 – 6.72 
c 4.67– 4.83 8.41–9.12 5.28 –5.74 8.38 – 9.94 5.51– 8.31 
d 10.7–12.0 8.55 –9.55 16.40 –19.40 9.63 –11.10 8.05 –10.60 

The reference estimated value in table 2 was obtained from video frames without features of camera tampering.
An analysis of table 2 shows that, for certain scenes, the outputs of algorithms 2 and 3 can be identical in 

the presence and absence of tampering. In contrast, the proposed tampering detection method, which is based 
on frame sharpness, enables the determination of a scene-specific threshold value σth for unambiguous classi-
fication of tampering presence or absence.

Thermal stability and real-time performance evaluation. The third and equally important stage of the 
research is to determine whether a SBC can operate within its thermal limits while maintaining real-time per-
formance. The evaluation was performed under three load conditions of the smoke detection block.

1. No load (mode 1): the observed scene contains no smoke-like objects. Only the initial algorithm stages, 
namely motion detection and colour-based object detection, are active.

2. Partial load (mode 2): the observed scene contains smoke-like objects. Smoke regions are either absent 
or occupy a small portion of the frame for brief durations. All algorithm stages are periodically active, but 
detection events are infrequent and short-lived.

3. Full load (mode 3): the observed scene contains smoke that occupies a significant portion of the frame 
over an extended duration, representing the maximum computational load on all algorithm stages.

Video sequences corresponding to the described load conditions were selected from the dataset, and testing 
demonstrated that the system maintains a processing rate of 25 fps during extended operation.

The CPU temperature was recorded at 1-second intervals under ambient room temperature conditions, using a de- 
vice housed in a case with a passive heatsink and no active cooling. The results were smoothed using a 60-sample 
moving average window to reduce noise and are presented in fig. 6.

Fig. 6. RPi4B CPU temperature under various load conditions


