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applied to three high-end physical process based TRNGs. All three generators have been considered with an 
additional post processing stage, this in order to hide all possible imperfections and be sure that the properties 
of analysing streams are close to the properties of sequences of independent and equiprobable bits. Results of 
experiments are far from the desired ones, since too many tests fail, in particular, only 6 out of 15 two-level 
tests were passed by the BBS generator.

Experiments
All 15 tests from table 1 were applied to pseudorandom sequences generated by AES block cipher. The detailed 

description of the design of AES-based RNG may be found in papers [13; 14]. For generation such sequences 
AES block cipher in the CFB (cipher feedback block) mode (fig. 1) with the zero initialisation vector (IV) and 
plaintext block (Plaintext) was used. The key for each sequence was randomly selected from the set of 128-bit 
binary sequences, the length in bits of all sequences was chosen to be the same and equal to n = =2 1048 576

20  
each (value corresponds to the NIST input size recommendation for the length of tested sequences).

Fig. 1. CFB mode

Keys (on fig. 1) were obtained using the open source cryptographic library OpenSSL:
int RAND_bytes(unsigned char *buf, int num).

This function generates num bytes using the cryptographically secure PRNG (CSPRNG), and saves them in 
the buf array. By default, the OpenSSL CSPRNG supports a security level of 256 bits, provided it was able to 
seed itself from a trusted entropy source4.

If we will use the AES-based PRNG, then this allow us to arbitrarily increase N. The effect of increasing the 
testing power can be seen in the example of table 2, where the testing results for the AES-based RNG are shown. 
The two-level test was performed for all 188 statistics values computed by NIST test suite, but only 15 of them  
are presented in table 2. In order to have the same significance in all tests, αII in all experiments was set equal 
to � � 0 01. . These results confirm that for extreme values of N (e. g., N = 220) the two-level testing approach 
was carried out on the sequences obtained by AES algorithm (it is known that such sequences are practically 
indistinguishable from random one (see [13; 14])) are failed too, i. e. it ends with pII  0.

Ta b l e  2
Results of the chi-square-based two-level randomness test  

for the AES-based RNG, with N ranging from 103 to 220

Number Test name
Results of the chi-square test

N = 103 N = 104 N = 105 N = 220

1 Frequency test 0.616 305 0.290 806 0.588 411 0.000 803

2 Block frequency test 0.187 581 0.773 212 0.374 097 0.000 125

3 Cumulative sums test 0.401 199 0.124 765 0.959 543 0.000 009

4 Runs test 0.150 340 0.885 418 0.910 568 0.107 966

5 Longest run test 0.610 070 0.239 883 0.000 355 0.000 000

4RAND_bytes [Electronic resource]. URL: https://www.openssl.org/docs/man1.1.1/man3/RAND_bytes.html (date of access: 
21.06.2025).


