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Fig. 2. Dialog window of the CryptoPolygraphy application,  
displaying the results of attacks on one of the stego-containers

Experimental results
Single-page (A4 format) rasterised texts, which are part of articles, were used as containers: C1 is the article 

start page [17]; C2 is the article second page [34]; C3 1−  is the article start page [18] copied from the journal web
site in which this article is published; C3 2−  is the same page as in the previous case, but borrowed from the final 
version of the article [18] that the authors received from the journal editorial board by e-mail; C3 3−  is the same 
page as in the last two cases, but being part of the author’s version of the article (after last edit). The original 
format of all these documents is PDF. Adobe Photoshop CC 2017.1.1 was used to convert them to a PNG file. 
Additionally, for comparative assessment (relative to the mentioned text images), a graphic-type file-contai
ner – a well-known Baboon image ( )C4  – was subjected to analysis.

The total volume (number of pixels forming the image) of containers ( )N X Y� �  for C1 is 7 292 357, for C2 
is 6 795 705, for C3 1−  is 6 761 014, for C3 2−  is 6 754 748, for C3 3−  is 6 761 014, for C4 is 6 760 000.

Using the above-described CryptoPolygraphy application, attacks were carried out on each of the specified 
containers, which did not contain any secret message. The steganalysis we performed can be attributed (with 
known conditions) to one of the types of above-described attacks: zero-knowledge attack, stego only attack 
or partial knowledge attack, known cover attack.

In each case, the steganalyser detected the presence of M while setting a certain number of pixels ( )Pc  that 
had allegedly undergone steganographic modification. These cases are known as «false alarm». Table 1 shows 
the results of this part of the experiment.

Ta b l e  1
Results of attacks on «empty» containers

Container

Conditional size of the message «detected» as a result of the attack

RS-attack SPA χ-Square attack

Pc
P
N
c , % Pc

P
N
c , % Pc

P
N
c , %

C1 180 121 2.47 229 709 3.15 2 028 004 27.81

C2 310 564 4.57 349 299 5.14 2 820 897 41.51

C3 1− 219 057 3.24 229 198 3.39 2 728 745 40.36

C3 2− 328 281 4.86 313 420 4.64 2 700 548 39.98

C3 3− 219 057 3.24 229 198 3.39 2 728 745 40.36

C4 153 234 2.27 94 777 1.40 6 017 752 89.02

Metrics in the last table column P
N
c ��
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�27 81. %  and the corresponding numerical values in fig. 2 (last row; 

obtained from scipy.stats library in Python) are usually expressed as the degree of deviation from the pure, 


