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non-distorted text or as a percentage (as in our case) deviation from the reference sample. Typically, if the result 
is close to 0 %, the image is considered steganographically «clean» (or contains no visible signs of hidden in-
formation). In turn, the same type of attack on stego-text and stego-image ( )C4  results in a significantly higher 
error rate in the second case. However, it has been confirmed that RS-attack and SPA lead to approximately 
the same result. 

Next, 4 binary messages of different length were implemented in each container (the second row of the table 
header), that is conversion F (1) was executed. The relative steganographic capacity calculated for each case 
(∆С – ratio of length M in bits to N ) is given in table 2.

Ta b l e  2
Relative steganographic capacity of stego-containers

Container
∆С, bit/pixel

1 2 3 4

C1 6.86 ∙ 10–4 2.06 ∙ 10–3 1.37 ∙ 10–2 1.37
C2 7.36 ∙ 10–4 2.22 ∙ 10–3 1.47 ∙ 10–2 1.47

C3 1− 7.35 ∙ 10–4 2.22 ∙ 10–3 1.48 ∙ 10–2 1.48
C3 2− 7.40 ∙ 10–4 2.22 ∙ 10–3 1.48 ∙ 10–2 1.48
C3 3− 7.35 ∙ 10–4 2.22 ∙ 10–3 1.48 ∙ 10–2 1.48
C4 7.39 ∙ 10–4 2.22 ∙ 10–3 1.48 ∙ 10–2 1.48

The attack results (relative number of detected pixel modifications ( ))Ps  for each of the created stego-containers 
( , , )S C S C1 1 4 4← ←  are presented in the form of histograms in fig. 3. Here the first horizontal row below the 
histograms specifies data for different volumes of the embedded message (as in table 2), the second horizontal 
row – the steganalytic method. The throughput of several methods (MPV, method 1, method 2) does not allow 
for the correct embedding of 1 Mbit message M (corresponding to the data in the right column of table 2) into 
the selected stego-container C. The explanatory information below the respective histograms indicates this.

Fig. 3. Results of attacks on stego-containers Si (beginning): 
a – S1; b – S2
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Fig. 3. Results of attacks on stego-containers Si (ending): 
c – S3 1− ; d – S3 2− ; e – S3 3− ; f – S4 

Figure 4 shows the P
P
s

c
 ratio, reflecting the attack relationship on empty (C ) and filled containers (S ) 

with message M. We should note an interesting fact: the stego-transformation of a strained text image based 
on LSB, GLM, MPV and PVD methods leads to the fact that in attacks of type RS and SPA a document 
container with a secret message causes less suspicion than empty one. In the second case there is a «false 
alarm».


