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Fig. 4. Relationship between the effectiveness of attacks  
on a stego-container and an empty container in the form of rasterised text  

for different types of attacks

The presented results confirm the assumption that the techniques for steganographic transformations of pro-
cessed image-pictures and text-based images should be developed and used taking into account the specific 
differences between these two types of documents. These differences are due primarily to the fact that text 
images have a much less complex colour transition.

Conclusions
The main result of the presented study is the demonstrative confirmation of the necessity to consider structural 

and chromatic differences between grayscale images and text images when addressing the tasks of covert com-
munication or copyright protection based on steganography. The first images are characterised by more comp
lex colour transitions, which requires a fine and smooth pixel gradation for accurate representation. The latter, 
however, feature sharp, distinct boundaries between the text and the background; in such cases, it is important 
to convey the outline accurately so that the pixels do not create a «blurring» effect. Because of this, the traditional 
methods of steganalysis (statistical attacks) developed for image-painting when applied to detect embedded 
information in text documents give a relatively high degree of error, which can be interpreted differently: gray-
scale text images are characterised by a higher level of steganographic robustness against statistical attacks.

However, we have confirmed that for both types of stego-containers under analysis with a high degree 
of randomness in the placement of secret messages in containers, the χ2-based steganalysis method is the least 
effective among the three most well-known statistical methods (χ-square attack, RSA, SPA).

The result concerning different levels of stego-resistance of the same text stego-image, different font layout 
and conversion procedure of the original version from DOC to PNG format (produced by different applications; 
see fig. 3, c – e) is remarkable.

It has also been found that the stego-resistance of methods developed earlier by the article’s authors (me
thod 1 and method 2) is on a par with many known methods based on similar algorithms. In the discussion plan 
it can be noted that with the practical use of these solutions, as with other similar, characterised by a multi-key 
character of stego-transformations, difficulties may arise in reconciling key information between two parties 
(as well as in symmetric cryptography) stego-systems. One solution could be to use the neural network tech-
nology based on the so-called tree parity machines [34].  
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